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Abstract

With the development of the usage of Internet, and the revolution of the information and communi-
cation technology, when we exchange our data we are obliged to protect them and the way to do this is
cryography systems whoose assure security of their information system and to master the control access
to resources and the authentication of the users and the transmitted documents.

In this abstract we present a new system using the set of circulantS matrices to share a key ; this key
will be used to encrypt and decrypt a text or an image using Diffie Hellman protocol.
The circular matrices give us a good property ; it is the commutativity of multiplication(A.B = B.A)
which allows us to exchange and share a secret key in complete security.
We suppose that to encrypt/decrypt a text message or image we have to convert them to a matrix then
we will encrypt/decrypt them with a matrix-key.
Let’s assume ; two person wants to share a key(square matrix)between them secretly :
(a) The two person agreeing on a common square random matrix of order ”n” rated ”G”.
(b) Now ; each of them selects two secrets circulants matrices with the same order of G ”A1” and ”A2”
(successive ”B1” and ”B2” with the same order of G)
(c) Each of them calculates and sends to the other the encrypted ”C1” with :

C1 = A1.G.A2 (successiveC2 = B1.G.B2)

(d) Now ;each of them reveived ”C1” (successive C2)and calculate :

K1 = A1.C2.A2 (successiveK2 = B1.C1.B2)

(e) Hence ; their agreed on a secret matrix is : K= K1 = K2 ; so they were able to share the same key.
This secret key K will be used to encrypt/decrypt a text message or image.
If we supose that M is the converted image to a matrix ; the first person encrypt M to ME using the
formula ME=K.M.K1 and the second person received ME and decryt them to MD using the formula
MD=K1.ME.K whoose MD=M initial converted image.
And to strengthen the security of our system we have worked to manage the public matrix G and make it
secret to share between the two persons using the chaotic logistics sequences using a protocol of exchange
known in the field quantum which is protocol BB84.
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Résumé /Abstract :  
Security has become a very demanding parameter in today’s world of speed communication, one 
of the methods to ensure information integrity is the use of hash function which generates a 
stream of bytes (hash) which must be unique. The Keccak hash function is one of more than fifty 
candidates accepted by the NIST (national institute of standard and technology) for the SHA-3 
hash function competition. It is based on a sponge construction and has thus a quite different 
structure from hash functions that belong to the MD4 family, such as SHA1 and SHA-2. With this 
structure, Keccak is more secure and efficient than the existing standards [1]. 
 In this work we propose a new design for the Keccak hash function, the novelty of this 
architecture lies in the fact that it can efficiently serve multiple multi-block messages. This 
technique is very effectual in the case where the algorithm is supposed to process several 
messages at the same time, as in the case of a network card servicing multiple secure streams of 
packets that require hashing. The easiest way to implement pipelining in hash functions is to first 
unroll, and then introduce pipeline registers between rounds. The simplest case is the 
architecture that is two times unrolled, and has two pipeline stages. Unlike several works, our 
design processes data completely including padding and preprocessing parts. Moreover, it is not 
based on any FPGA resources such as Digital signal processors (DSPs). Additionally we have also 
taken into account all different output lengths (128, 256, 384 and 512) to build a complete design 
of Keccak hash algorithm. 
The two-stage pipeline design allows to output a first  block after exactly 24 clock cycles and can 
process a new block every 12 clock cycles. This allowed processing multiple messages for hashing 
simultaneously. This core implements the five sub-rounds  Theta, Rho, Pi, Chi and Iota [2]. The 
output generated by the core will be stored in a register then the output register is fed as input to 
the following stage multiplexer. At the last round, the output is fed to the truncate unit in order to 
produce the final hash value. 
The proposed design is coded in VHDL and implemented on Virtex 5 FPGA. The FPGA 
implementation results show that the proposed architecture achieves good performance in terms 
of maximum frequency, consumed area, throughput and efficiency, it utilizes 1613 slices and thus 
it has a maximum frequency of 362.450 MHz on virtex 5. 
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Résumé/Abstract

An operator T acting on a Banach space X is said to be recurrent if for each U ; a nonempty open subset
of X, there exists n ∈ N such that Tn(U) ∩ U 6= ∅. In the present work, we generalize this notion from
a single operator to a set Γ of operators. As application, we study the recurrence of C-regularized group
of operators.
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Abstract :  
Quasi cyclic codes over finite commutative rings areviewed as cyclic codes over a noncommutative 
rings of matrices over finite ring. In this talk we study construction of some quasi- cyclic codes and their 
properties. 
 
. 
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Résumé /Abstract :  
 

Méthode de construction d’une courbe hypereleptiques adapté à la cryptographie et aux appareils 
cryptographiques utilisant une telle méthode . 
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Résumé /Abstract :  
 

La découverte des nombres premiers a créé une révolution dans le monde des mathématiques. 
Depuis l’ère d’Euclide, celui à l’origine de cette grande découverte, tous les mathématiciens se 
débattent afin de trouver une formule qui permettrait de manipuler ces nombres et donc de 
prédire leur comportement.  
La complexité des nombres premiers est ce qui fait leur particularité. En effet, grâce à cet atout 
indéniable, l’algorithme de cryptage RSA est considéré comme le plus sécurisé en vue de son 
utilisation de grands nombres premiers car la génération de ces derniers requiert une grande 
complexité au niveau de la mémoire et du temps. 
Le fruit de ma recherche tourne autour des nombres premiers ainsi que le RSA - algorithme et 
plus précisément de son craquage grâce à la découverte des pseudos restes qui permettent de 
générer des nombres premiers de grande valeur en un temps raccourci. Effectivement, le travail 
accompli sur les nombres premiers permet de générer une suite de pseudos restes qui réduisent 
la complexité des nombres premiers qui sont considérés comme la base de la cryptographie, ce 
qui mène à la génération rapide et facile de grands nombres premiers. Cette découverte facilite le 
craquage non seulement de l’algorithme RSA, mais également de tout algorithme de cryptage basé 
sur les nombres premiers. 
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Résumé/Abstract

Let L/Q be a Sextic extension, namely L = Q(
√
d, β) which is a rational quadratic over a pure cubic

subfield K = Q(β) where d is a rational square free integer and β is a root of monic irreducible polynomial
of degree 3. We are interested in finding a commutative and associative ring denoted by Zq[

√
d, β] using

the integral closure OL of sextic extension L. Furthermore, we study the elliptic curve over this ring.
Consequently, we will prove the following principal result :

Eq
t,s(α, β) ∼= Fq

5 ⊕ E
q
a0,b0

(α, β).
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Résumé/Abstract

Zero-Knowledge Proofs has a very important role in many areas such as electronic voting, Electronic
Cash. In this paper we will talk about Zero-Knowledge Proofs based on elliptic curves over fields and
over the rings Fp[e1, ..., en], which will be a more secure proof against which based on other mathematical
problems.
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Abstract

In this work, we propose a new electronic voting scheme inspired from the Mu and Varadharajan method
[5]. The protocol is based on the RSA blind digital signature to protect anonymity of all transactions.
We used a variant of the ElGamal [3] digital signature to make the protocol valid for multiple elections.
The security and complexity of our voting scheme are analysed.
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